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L1i\ I TE D STATES IH :l' AHT ,\f E ' T OF J US TI CE 

FEDEHAL IJUHEAU OF l .'.'i \' E ST I GAT I ON 

J.l'r. John ,t. Ford 
Chief, Division of Security 
Department of State 
ifa sh ington 25, D. C. 

Dear Mr. Ford: 

Dec embe r 4 , 1 9o2 

PERSONAL AND CGNFIDENTI /:. L 
VIA LIAISON 

Enclosed herewith are two copies of the final 
technical report which has been compiled in connection with 
research as a result of the finding of a new type listening 
device in the residence of the U. S. · Ambassador in lloscow . 
The final report consists of three parts as follows: 

a . The report of the FBI Laboratory's analysis 
and experiments. 

b. !i. detailed seal e drawing of the Russian cavity 
microphone and photographs of the device and 
its various parts . This also contains photographs 
of the wooden seal in which the device was fO"Und. 

c. The report of the Naval Research Laboratory 
with the theoretical development and complete 
discussions ar.d diagrams of the special receiving 
equipment designed and constructed for t h e 
detection of these devices . 

In the event there are any matters in this connecti on 
in which we can help, please feel free t o call upon me . 

Sincerely yours, 

Enclosures ( 2) 

Declassified and Approved for Release by FBI ADG on 04-24-2019 
pursuant to E . O. 13526 
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This folder contains a scale drawing 
of the Russian resonant cavity microphone followed 
by photographs of the assembled unit and the unit 
taken aparto 

There are also contained herein pictures 
of tne wooden Great Seal of the United States in 
which the cavity microphone was ooncealedo These 
pictures show the front of the seal and a close-up 
of the area where small pin holes permitted sounds 
to reach the microphone diaphragmo These a r e .. • ~\ -
followed by pictures of the interior hollowed-out 
portions which are exposed by removing the wooden 
back. The resonant cavity microphone was concealed 
in the front carved portion of the seal$ but as the 
pho t og r aphs show, there is also a larger hol l owo 
The back portion of the seal contains a far more . 
extensive hollowo These additional hollows may 
have contained a previous deuiceo 
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on a number of occasions ouer a period o.f more 
than a year, uo tees of United States ' and Bri ti.sh J::mbasoy 
officials in Moscow haue been heard by fellow ~mployees 
of -the Embassy staffs on high frequency radio receiuers · 
indicating the presence of a clandestine listening deuice. 
On September 11, 1952, the U. s. State heportment advised 
that o techniciari assigned to the u. S. Embas1111 in Jloscow 
heard the voice of the Ambassador on a receiver and after 
searching, located a new type microphone deutce concealed 
in a hollowed-out space withtn the wooden Great Seal of the 
United $totes tn the library of the Ambassador's residence, 
Spaso House • . The device was remoued and flown to Washington 
where it was shown to the President by the Secretary of 
State. On the instructions of the Pre~ident that tmmediate 
steps be taken to explore thts deutce and develop suitable 
countermeasure equipment, the microphone was tur.ned over to 
this Bureau to coordinate the technical study and develop 
countermeasure egutpm.ent. The device was received on 
Sep tember 15, 19521 /1~m Deputy Assistant SEcretary of State 
,r. K. Scott, Ur. John I'. Ford, Ch.ie.f, lliuision of Security, 
and Mr. Fred c. Sntder of the Security Division of the 
bepartment of State. The wooden seal in which the microphone 
device was conbealed was received in the Laboratory of thta 
Bureau on November 12, 19521 from JJr. Robert c. Ecker, • 
hiuision of Security, Department of State. A scale drawing _ 
of this microphone device together with photographs o/ both 
t ,1e deuic .e and the seal are attached to thts report. 

LABO~ATO~I EXAUJNATIONS 

An examination was tmmedtately started jn thia 
Laboratory. A vtsual eraminatton of its deaiJn indicated 
that it probably functioned as a high freque~oy resonant 
cauitv. It therefore required no vtatble source o/ power-, 
but would be energiaed bv a remots transmitter. The 
device would rebroadcaat ~ signal to be received at a 
remote point and the rebroadoast signal would be modulated 
vy sounda within the area wherein the device was located. 
With equipment that was tmmediatelv available, the i~atru­
~ent was made operattue and found to be resonant at a 
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frequency of approxtmately 1700 megacycles. Since the 
modulation is produced b~ a condenser-type microphone, 
the audio response was found to be excellent. 

The operating frequency of 1700 megacycles • 
is within the general range o/ low radar Jrequenctes and 
it became im.medtately obvious that extensive /actltttes 
and e:rpertence in this parttcular /teld would .be necessarv 
to design and r:onstruot the needed counter.measure equip­
mento Assistance was there.fore requested of the Naval 
hesearch Laboratory where an excellent and most exhaustive 
project has been completed. The oompr~henstve report o/ 
the Naval Research Laboratory will be re/erred to herein­
after. 

A physical examinatton of the microphone in the 
FBI Laboratory showed that the unit 'is apprortmately one 
inch in di-ameter and 3/4 inch long having extended .from 'its 
ctrcumference an antenna approximately ntne 'inches in length. 
The exact dimensions are set .forth in the schematic dra1Ding 
which is containt:d in Attachment /fl with accompanying photo­
graphso The entire unit has a weight o/ 1.1 ounoes (31.386 
grans)o It consists of a hollow cylinder machined from copper1 
t,,c: inlartor of which is polished ana silver plated, ttie • 
exterior being silver plated w~thout polishing. The silver 
plating is 00015 inches tn thickness. One end of this 
cylinder has exterior threads to receibe a ring composed of 
bron2e over whic,1 is faatened a diaphragm of silver plated 
metal foil. Prior to the e:rplo rat ion of th is deutce, it was 
necessary to replace the original ataphragm which had become 
aamaged. The replacement diaphragm is of nickel .00025 inohes 
thick, which has been silver plated on the inside. BJ 1 

screwing the diaphragm rtng on the cylinder, t~~ /oil can 
be stretched to tnsure a /lat diaphragm surface-( ~ The end o/ 
the cylinder opposite the diaphragm has 'interi'o·r ·.threads 
tnt, which there is screwed a plate machined ;fro~ solid 
copper and silver plated. In the center of the ,, tntertor 
surface of thts plate there ts machined a post o·n the end 
o/ which is a disk. These are integral parts o/ the plate 
and all are silver plated. Screwtng in the plate adjusts 
not only the stze of the oautty,but postttons the disc close 

M,.BEeRff SECURIT1 INFORJIATION 

- 3 -

'~ ii· ·-

n 
~ .. i; . 

'tJ . 
f . t; 

i(}··· \ 
·' 

, •• • _1 

i, 
ti • ·'.\ 
l· .. 
~{ 

f · •. 

:,"> 
.·.; 
• .. • 

I f• 

·r 
;,( 
,j l!, 
~ -! 

"~- ~ ., .. \ 
·t 
~ .. 
·r,;; 
't~ t 

ii "µ ; - ... " " ~·t .. . ~: \'. ~n. r~~ ~~-.?'~~tr ?-t-: 1s; ~-~-~-·.i.r-.. t-;i_-~;\ ~t~-: 
. · , ~·.c,~ ...... C\tt"; .:. * .. "<it, ... \c;;.~ f~th,1~t'?·;~,.\ -,~•.:;,_.:.-.,', :" !'J_.:~ .... 

·• •·· 1 •' ~'{J ,'• !' I ·';•\,. t l t "' ,:-J J,t ;·:' i,.;:., ,,'.',,>..•::r, : )} • ..:.V'!""':'~··~.,y : 
. I; ·. 



J@ff ShJFJiiP - SlCUlc l'J'J 11, ,; '0,d.!ATIOJ, 

to t,H: interior of tne diaphragm. to ,''orm tn.e conaenser mtcro­
p11;;:1e. 'lwo holes in the vlate serve as a spanner wrencn 
acijusr;ment as well cs an q.ir escape to av o id compress ion 
within ti.(; cvli1,der und there is also a small hol e dri1led 
il1 r .;u.;1h the aenter o/ the <itsc, post and platt: as wi ll be 
sttn rro ,11 liie photo g ru.phs. Tl1e surface of the aiso is 
yrooufld. llle cyli11der proper ts completed with a slip-lit 
oap on ea :h end whicn is composed of brass and silver plated. 
1~e cap on the plate end ts solid, whereas the cap over 
t 11e diaphragm S(;rues as a protecti!Je grill • .A hole throu,qh 
the circumference of the cyltnaer ~as a polystyrene plug 
to insulatt: the: antenna .from the cylinder. The antenna '8 a 
sil uer plated brasa rod projecting into the interior of the 
c;.- 1 incier an:t threaded tnr0ugh tt.e polystyrene plu g. Tile 
a~tenna ro d p rojecting into the cylinder has a brass plate 
att.:ic.i,~a. It is rnti:rest,n ,7 to note that "Ji 11" is scratched 
into the: ci rcumference of the cylinder. 

E:ramtnatio11 of tiie Great ~eal it8el.f showed the 
0t::al t.o b€ ccH1.posed o.;' two sections, Jr vnt ana bac.", both o.f 
na rd ~apl e . Bara maple is available in the United ~totes 
crna m.ost f oreign countries hauP1J coci' climatt:. 1hc e.2:terior 
sur/llc e o," tile frollt portior1 of tiH: Seal on wflii:ti i., carued 
the Ureut ,::;eal of tt,e Unitea i>tates is coated w,t r, a trans­
parr:.:nt /i nish si,r,il:.!r tu shellac • .Seueral wooaen aowels, . 
J/0 ,nch in atumeter, were located at various places in t~e 
,:,cal u;nict. were n ecessary tv its couetruction. One of these 
<iow<.·ls waa tt.raminea and found to be birch wllic1, i8 a wood 
wid ~lb used for uowels. ln its present ~ondition the Seal 
ha:; :.i aiamtcter of a_opro.rimatel11 22 inches ana i's approJ:imatelv 
3 .:J/4 in ches thick. 

'l'he microphone deuice was fo '...lna to haue been 
plac~d in a circular-shaped hollow in the rear of tne /runt 
s~ction with another groove cut into the wood to accommodate 
its a~tenTia. A piece of plywood and cotton were used to 
sec1,re tnt: aeuioe on tne s tdes, and a thick ptece o/ walnut 
uen£:er waa glued ouer it, thereby separating the device 
f ro ~ the cavity in the rear section ~f the Seal. 

. The microphone was pos i ttuned in th~ Seal .so that 
· the diaphragm was located tn the area o.f the d epr~ss ion 
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1mder tlie eagle's bill. The antenna extended dcJwnward, Onl11 
a verv thin layer of wood covered the diaphragm of tile micro• 
phone and this thin layer of wood was penetrated bV numeroua 
pin holes which would normally escape detection, but which ' 
are empna~iaed in the photograph b11 shining a light through 
these holes from behind the Seal. 

1·nto the rear plate of the StJal, which is composed 
o.f three boards, l 5/16 inchea thick, glued s ~de by side, a 
hollow has been drilled and chiseled. This hollow is · 
generall~ rectangular in cross section, appro:rtmatelv 2 inches 
wide, 16t inches long and l l/8 inches deep. The long 
dimension ts uerttcal wh~n the Seal ta oriented in- the proper ·. 
position for mounting on a wall, An eztension of this recess 
projects sidewise from the approximate center of the rectan­
gular hollow. This extension ts roughly circular in shape, 
3 3/8 inches in diameter, and the same depth as the main 
recess. The rear surface of the front section o/ the Seal 
has been cut out to correspond with the 3 3/8 inches circular 
recess in the back. HowevtJr, onlv a shallow groove about one 
inch wide and one-quarter inch deep has been chiseled out to 
correspond to the 2 z 16/ inches recess in the back, 

Due to the absence of discernible discolorations 
of the surfaces·of the wood o/ the Seal and of the recesses, 
the relative times in whtch the recesses were cut could not 
be determined. 

The large recess in the Seal has the appearance o/ 
the work of a professional wood worker and would even then 
have ,·equ ired several hours to complete. Th~ smaller recess 
cut into the Seal /or the antenna of the device ts a crude, 
unfinished groove. Cutting thts grooue and taking the stepa 
necessary to tnstall the deutce (cutting, gluing, and peggtng 
in the plywood ptece and glutng on the walnut ueneer) could. 
have been accompl tsheq tn less than two hours. To th ts 
time, however~ auat be addld the ttne neoea•arv to remou• 
and replacft the trim .fro,n arctirad th• Seal, separate and 
reglue the back to the front, and /tntah the edge o/ the Seal 
to conceal the tampering aark,. 
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Inset into the back section of the Seal were two 
nuts, apparently placed therein to secure two bolts from 
wtiic/1 t he Seal was h:rng. E:raminatton of these nuts showed 
that tht:y were 5/16 inch nuts having 20 "V" type threads 
per inch. The phys ica.l d imens tons of the nuts are s imt]ar 
to t1,ose o.f nuts manufactured in the Un t ted States. 

Tith regard to the larger recess cut in the 
Ureat Seal, it is noted that this recess ia considerably 
more extensive than requtrea for the resonant cavity device 
whicr. was actually found. Accordinglv, tt appears probable 
that this larger recess has contained earlier microphone 
devices, either of a battery power radio transmitter type, 
or possibly of an earlier resonant cavity type similar to the 
present one, but operating on a lower frequency ar.d there­
f ore larger in physical siae. The geometry of the larger 
recess suggests the possibtlity of a radio antenna with the 
microphone device located in the center of the antenna 
rather than being located at the end o/ the antenna as is 
the case witn the device which was actuallll .found. 

COl'iVTERJJJ:,'ASURJ:,' E(UIPJJi..NT 

The immediate, initial steps taken bV the Naval 
Re s earch Laboratory were directed toward productng ont com~ 
plete set of detection and jamming equtpment for use by the 
State hepartment. This objecttue was completed on Cctober 31 
1~52. Subsequent work was tnen directed toward refining the 
design o f the first equ~pment, ezploring more fully the 
t neor~ttcal aspects of the microphone device, and checking 
su ch theory by experimental ueri/,cation. 'J'he detailed 
re s ults are incorporated in Naval Research Laboratory hepo rt, 
;/40U7. 

l)rieflv, tt is noted that tht resonan.t cavity micro­
phone deutce iE destg~ed to be activated by a beam o/ radio 
waves directed toward it. No batteries, wires, or other 
similar acc~ssories are required at the mtcrophone location. 
lipon striking the microphone deutc6 1 a portion o/ the 
impinging radto energy may be thought of as being continuously 
absorbed and then retransmitted by the device; howeuer, upon 
retransmission, the radio energy sent out from the microphone 
device is ~adulated by, and thus oarrtes ~ith tt# any sounds 
which were present at the microphone loootton. These sounds, 
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there fore , may be recouered by receiving the retran8mitted 
signal s on suitable radio recetving equipment, which may 
be located either in tJ,e irimediat e uicinfty of the micro­
phone device or which may be located at a di8tanoe. 

Accordingly, the complete detection equipment 
requires: 

1. A source o/ radio signals to illuminate the area 
under search with radio waves, therebv energiaing anv 
concealed devices of the cavity type. (This source 
must be capable of being varied between the limits 
considered probable for the cat1itv microphone technique, 
in the present instance cons~dered to be /rom approzi­
m~tely 65 to 3000 megacyole!:) 

2. A source of sound within the area being searched 
to provide the necessar~ sound ezcitation o/ the micro­
phone. 

3. Suitable radio receiving equipment to detect the 
radio signal reradiated, or scattered, bV the microphone 
device. 

,i 

When attempting to detect the presence of such micro­
phone device without regard to whether the enemy may become 
aware o.f such detection processes, the complete detection equip• 
ment as des cribed above would be used. I/, however, it were 
desi red t o detect the presence o/ 6Uch deuice without enemv 
knowledge of such detection, the sour_ce o/ sound (Item /12 aboue) 
would have t o consist of conversation or other sounds normal 
to tne area under search, and the aource o/ radio waues (Ite~ 
17-l abo :J e) wuuld haue to be that norm.allll used bf,/ the ent'llll/ 
wldle operating the devtce for thetr own listentng purposes., 
since any other source of radio waves could be subject to 
detection by the enemy. Accordingll/, onlv Ite~ 13 ~I the 
detection egutpment, namel11., the recetuer., would be actiuelv 
used by the searchers under auch conditions. 

PHOCUHEMENT OF COUNTERMEASURE EQUIPMENT 

The critical element o/ the aboue d•tection equipaent 
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is th e receiuer {Item i/-3 ) and s uch a receiuer ha8 been 
desl gned in complete det a il by the Naual Research Laboratory 
and .fu lly des c ribed in Naval Re search Laboratory Report, . 114087. 
A suitable sound source (Item 112) consisting o/ a 8im.ple · 
t one generator, likewise has been incorporated in the cabi~et 
containing a port'io11 of the recetuer equipment. The informa­
tion contained in Naual Research Laboratory Report, 114087, ie 
set forth in sufficient detail to 8erue as the basis /or 
constructton or procurement of additional similar units. 
The remaining element, na111ely, the source o/ radio signals, 
(Item f1.l) may be obtained through adaptation o/ comm.eroiallV 
available signal generators or related equipment, or 
preferably, through the procurement o/ signal generators 
designed specifically /or the present purpose. In the initial 
detection equipment furnished to the State ~epartment, the 
sources of radio signals consisted o/ three separate com­
ponents as follows: 

a. A General Radio type l208A oscillator couertng the 
range 65 to 500 megacycles. 

b. A General Radio type 1209A oscillator covering the 
range 250 to 920 negacycles. 

c. An oscillator portion o/ a ~tlttary radio recetuer; 
type R-111B/APR-5A, providing signals over the. range 
1000 to 3100 megacvcl~s. {Although not tmmedtatelv 
auatlable /or the intttal equipment furnished to the 
State Department, tt ts noted that stgnal generatora 
couering thta general range are ouatlable /rom commercial 
sources.) 

In the initial planning cf this project the posst­
bilitv was considered that it zoould be neoessarv to design 
and construct special transmitters .for the Illumination o/ 
devices o/ tn ts type. B01Deuer, . s i nee su t table aso Ula to rs 
were found for thia purpose and tvpea o·ther than thoee supplhd 
to the State Department are oommerc,ally available, the ti•• 
and ezpense to coil8truot such transaitters was · not oonstd•r•d 
just t/i ed. 

1/tnimum oonstruotion or procurement coeta o/ th• 
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re ceive r group tquipment haut bten t8timoted to be. appro:r i• 
mately tllJO ea ch . Co mme rc1ally available si gnal generators 
(3 Ge neral kad io units) covering the range 200 to 2000 
megacycles art esti mated to cost approztmately 8900 /or 
th, set of three. Thtse ,figures reprtsent mini mua coats and 
could easily double or euen triple on urgent time oro­
curem~nt schedules. 

It is understood that quantity procurement o/ the 
complete detection equi pment i8 under study by a special 
committee. 

HA/vGE 

With reference to the distance possible between 
the microphone device anti the point of tns my · 1istening1 th~ 
maximum ran gt is considered theoretically on page a 25 · 
through ~u of A~val Hesearch Laboratory _Heport1 h4087. As 
representative, the following specific e:ramples are cited 
from that r,port: 

For activating transmitter power of l watt, and 
assuming operation in free spac• (no walls or other 
obstruction whatever in near vicinity) with top · 
quality receiving equipment, the figure of 591 
feet is obtained for the range b1tween the micro­
phon~ device and the liateninJ po ·int {both the 
activating transmitter and the receiver assumed to bl 
located at the r.ec•iving point). For a transmitting 
power of 900 watts using high-gain ant,nna~ one again 
asa uming optimum conditions, . the figure of 15 miles 
range is obta~ned. 

These range~, of cours,, are daoreased very rapidlV 
by the presence of intervening obsorbtng material suoh as wall 
structure, building:, et cetera. Low power tdsts u~ing trana• 
mitter powers in tne order of 4 watts or 1,ss are . cansid,r1d 
to be c0ns is tent w,tn the theoretical dfluelopment, when con..;. _· · 
sidered in light of ,quipment available and th~ preseno, o/ absorbing 
materials in tnc vi d11 i ty o/ tests con~uot,d. For exampl,J 
using a power estimated to be approzimatttl_V two IDatts, . 
and a receiver known to be substantinllV 1,ss sensitiu, 
toan tne optimum co11sid~rtcl in the th,or,tical · d•uelop• . 
ment, an e:rp&rimental aperating rang, · 01 oppro~imatslv 
100 fe•t was obtain~d in · tht uicinitv o/ bu11d_i~gs, 
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but with no walls directly intervening b•tween the listening 
point and microphone d1utce. The presence around the micro­
phone device of euen the wood contained in the Grtat Seal 
was found ezpertmentallV to reduc, the range uer~ greatlv~ 

Therefore, because o/ thB manv variable faotora 
inuolued and the serious rlecrease in range caused bV inter­
vening materials, it is not practical to predict the 
operating distance in onv specific situation without an 
actual test. 

COUNTERJ/EASURE LIMITATIONS 

It is desired to here emphasize that the counter­
measure equipment designed and constructed at the Naval 
Research Laboratorv is for the specific purpose of d•teoting 
and locating the particular type of listening device sub­
mitted for studv. Effective as the resonant cavitv microphon~ 
may be, it ts but one o/ manv possible liotening deuices. 
Even the successful use o/ the countermeasure equipment in 
locating othe~ similar microphones should not b• acc~pted 
as assurance of security. Some consideration might be given 
to protecti»~ aecuritv measures as a means~, countering 
this and other types o/ listening devices. It would b• • 
expected that any such measures would involve some expena• 
and inconuenienc,. One suggestion offered involues the 
use of a portable or demountable enclosure which could be 
quickly erected within a room. Light weight acoustic wall 
tile or euen a tent o/ heavy cloth would a/ford considerabl• 
protection against sounds within the enclosure reaching a 
microphone out~ide. Additional protection would be obtained 
by incorporating a metal /oil or screen to shield against 
radio /requencv radiation Jrom within the enclosure. Another 
approach could inuolue small light weight headsets and micro­
phones which could be interconnected and would permit two or 
more persons to engage in a discussion without produotne the 
uolume o/ sound o/ normal conversations. 

The whole problem illustrates the difficulty o/ anv 
attempt to counter anv 1 ts ten ing dt,uioes present wt thout 
knowtng the deuic•s against which we are aeektng prot•ction. 
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The resonan t cavt t y mtcrophone has be~n found 
to give ezcellent audio response, but to haua inherent 
d isad vantagea with respect to tta location and operatton. 
I t has t he d,stiRct advantage that no utstble source 
o/ power ts necessary /or tts operatton, It, o/ course, 
does not originate a signal but whan azctted by a ramote 
transmitter, a modulated signal ts rebroadcast whtah can 
be received at a reQote point at the same or a dt/f•rent 
place /rom the energ,atng transmitter, 

Interim countermeasure equipment oonstattng of 
trans~ttters and a recetver eepeotally deetgned and built 
at the Naval Research Laboratory was turned ouer to the 
State Leportment on October 91 19521 in an effort to peratt 
the energtztng and locating of any addtttonal deuices of 
this type. 

Technical study continued and has r•aulted in 
the final detecting and reoeiutng equipment built by the 
Naval Research Laboratory whtoh was turned over to the 
State Department on November 19, 19521 and tn the ezhausttue 
Naval Research Report, 1/4087. 

Thta equtp~ent ta deatgned /or the apsctftc purpoae 
of detecting and locattng ltatentng squtpment of the general 
type under study and ta not to be oonatder•d aa assurance 
of securitv agatnst other tvpea of aicrophone, or ltatentng 
devices. 

The conplete report ooneiata of tht• r•port and 
two attachments: 

1. A dra~ing and photograph• of the resonant cauttv 
mtcrophone and the S•al tn ~htoh tt eoa, oono,aled. 

2. The coMplete and ftnal report o/ the. Naval Research 
Labo ratorv, 1/40871 "Fjnal Report - S• t-aottue Lt.ten irig 
Deutce." 
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